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A B S T R A C T : 

The paper leverages the training and education-related research outputs 
developed under the ECHO project. They are compared to the progress of the 
workgroups in ENISA (European Union Agency for Cybersecurity) and ECSO 
(European Cybersecurity Organization) that classify, structure and define the 
competencies, skills, and knowledge and risk factors. The approach digested 
by the ECHO project explores the methods for achieving a more vital balance 
between the market demands and talent supply. The scope of the research 
activities covers four main and interconnected components – i) 
Contextualization; ii) Competences; iii) Generic Curriculum; iv) Assessment 
methodology. The proposed approach explores and gradually builds upon the 
generic definitions of the skills and knowledge toward specific requirements 
on what an ICT or cybersecurity professional must know and be able to do in 
order to implement initial and further cyber-incident response actions. The 
paper considers mainly the design methods for building cybersecurity training 
programs for professionals. Still, it could be applied in academic settings as 
well, enriching the academic programs with practical learning experiences. 
Several examples are provided to demonstrate the relevance and applicability 
of the proposed methods. 
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Introduction 

Human capital is at the heart of strong and resilient cybersecurity practices. Re-
gardless of the professional background of employees, the rapidly-expanding 
digitalization in all sectors of society and economy implies the need for a well-
structured, practical and yet research-informed approach to providing individ-
uals, organizations and entire sectors with the instruments necessary to de-
velop cybersecurity knowledge, skills, and competences. The ECHO project pro-
poses analytical and cyber-risk informed tools to identify the existing gaps in the 
preparedness of the personnel to perform cyber-defence related tasks and 
practical learning tools to fill those gaps.  

The European Cybersecurity Organization (ECSO) explores the gaps in the 
training/education programme design  

[1] from two perspectives – the challenges 
in the formal education (HEIs mainly) and those faced by the professional train-
ing providers. Although the HEIs and professional training providers serve two 
different types of needs – acquiring detailed fundamental knowledge in a par-
ticular subject and application of the acquired knowledge for solving specific 
problems – the services that they both provide to the market need to address 
the balance between the ability to perform specific operational and technical 
tasks and the attitude to approach the problems in a systematic and holistic 
manner. Moreover, due to the high competitive environment, the formal edu-
cation institutions and training providers offer, usually, generic, standard-based 
programs rather than searching and exploiting flexible and adaptable learning 
methods and tools. Thus, the multidisciplinary character and the essential im-
portance of the cybersecurity domain as horizontal challenge should be consid-
ered in all socio-economic fields. The HEIs and professional training providers 
are required to work in collaboration for providing a product that meets the 
market demand and save to the customer additional investments in training and 
education. More extensive knowledge and related toolsets for acquiring this 
knowledge should be created for the professionals in all industries to equip 
them with tools for effective reaction of cyber-incidents taking into account 
their roles in the incident response lifecycle together with the security opera-
tions centers and emergency response teams. 

The ECHO Cyberskills Framework (henceforth mentioned also as “E-CSF”, 
“ECHO Cybersecurity Skills Framework” or “the Cyberskills Framework”) ad-
dress the gap between the market expectations and the results of training prod-
ucts, both within the framework of the ECHO project, as well as within the scope 
of relevant EU initiatives. ECHO proposes a more profound reference model for 
design of programs for capacity building. The leveraged modular approach ful-
filled with the other solutions developed under the project (the platform for 
information sharing and threat intelligence ECHO-Early Warning System, its 
plugins, the sectoral and inter-sectoral prototypes and cyber ranges), used as 
training tools, allows the stakeholders to achieve flexibility in the design of the 
training products, as well as to find a good balance between theoretical and 
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practical learning experience. The ECHO’s experience demonstrates the collab-
oration between academy, industry and life-long learning providers in building 
training products that meet the needs and capabilities of the stakeholders.   

George Hatzivasilis et al.[2] approaches the multidisciplinary nature of the cy-
bersecurity domain in the design of adaptive to various training needs tools and 
procedures through combination of pedagogical methods for building 
knowledge and cyber modelling (cyber-ranges) for continuous acquiring the 
skills required for performing the cybersecurity functions. Although, the authors 
focus on the constant evaluation of the learning progress for provision of a grad-
ual learning experience, many common features with the ECHO approach could 
be found. The attitude towards ensuring deeper overview, including human, or-
ganization and technical aspects, on the existing cyber-risks, the need of provid-
ing training to different type of job roles for responding better the cyber-
threats, combination of knowledge-building and skills-development training 
methods, exploitation of different delivery tools etc. fully match the ECHO prin-
ciples. However, the ECHO training results and methods are enabled and in-
spired by the common and specific sectoral and transversal cybersecurity chal-
lenges and opportunities. Also, the ECHO’s emphasis is on the significant im-
portance of the identification and prioritization of the training needs through 
mapping the existing competence descriptors and knowledge areas with risk 
and threat related categories such as assets, vulnerabilities, threats, impact, at-
tack vectors, and security controls, i.e., the mapping method is used not only 
for the training design but also for the identification of the demand. And last 
but not least, ECHO proposes an ontology model for better informing the deci-
sion-making and training-building processes.  

The next section presents the methods used in the classification of the do-
main of cybersecurity knowledge and skills as well as the intersection with other 
categories that could support the adequate evaluation of the training needs. 
The following chapters inform about the structure and leverage of the E-CSF, 
explaining the classification principles adopted by the ECHO project, the com-
ponents of the Cyberskills Framework, and how those components are applied 
in the creation of a pool with instruments for educators and program designers 
to address the sectorial, multidisciplinary and essential challenges of the cyber-
security knowledge and capacity building. 

Methods and Principles in the Identification of and Addressing  
the Training Needs 

The methods and principles selected for the building of the E-CSF supports two 
main challenges ahead for the training designer – i) to improve the identification 
and prioritization of the training needs and ii) to propose the most effective 
tools for addressing these needs. To achieve the first goal, the ECHO consortium 
performed three major tasks: 1) grouping the existing competence standards 
and frameworks around three dimensions - narrower Cybersecurity-Focused 
Frameworks, which are the most fragmented frameworks where the users 
could find the most detailed descriptors of the cybersecurity skills, knowledge 
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and competences (NICE-NIST,[3] SPARTA’s Cybersecurity skills framework,[4] Cy-
berSec4Europe’s Education and Professional Framework 

[5]); mid-range frame-
works which cover broader domain, e.g. ICT or computing, where the user still 
could extract more generic cybersecurity related descriptors and where the cor-
relations and dependencies with the broader area could be found (e-CF,[6] Info-
Comm Technology 

[7]); and broader frameworks (ESCO)[8] where specific cyber-
security descriptors of skills and knowledge are assigned to professional profiles 
from the entire spectrum of the occupations in Europe. This step explores the 
question which cybersecurity challenges can influence the critical operations in 
the other professional domains and which are the essential knowledge and skills 
that the professionals in those domains need to possess for protection of their 
organizational assets, e.g. identity management, data security and privacy pro-
tection for database administrators in hospitals, distributed systems security for 
system administrators in energy supplying companies and maritime transporta-
tion etc.  

The second task is the analysis of the risk management and risk assessment 
categories. A pre-developed set of use-cases and scenarios enables the training 
designers in proper identification and prioritization of common, interdependent 
and unique for each sector or organization assets, vulnerabilities, threats, inci-
dents and countermeasures. This step enhances a very precise targeting of the 
training needs and development of interconnected training services that ad-
dress these needs. The identified categories could be further classified and 
aligned with the existing taxonomies (Technical Guideline on Threats and As-
sets,[9] JRC Cybersecurity Taxonomy[10]) that contributes to the establishment of 
a common understanding in the domain. 

The third and last activity is mapping (1) the tasks, skills and knowledge de-
scriptors to (2) the risk assessment categories. This effort enriches the existing 
generic skill and knowledge descriptors with the critical assets that need to be 
protected or recovered, their inherent vulnerabilities, and the threats that can 
be exploited. In addition, this mapping allows extraction of specific learning ob-
jectives that cover specific knowledge areas and topics to structure target-ori-
ented training programs and to develop the essential content and tools.  

For the addressing the second challenge of the training designer, the ECHO’s 
training toolkit contains theoretical modules implemented as e-learning activi-
ties within a moodle environment, cyber range exercises implemented in a sim-
ulated environment deployed by industrial partners or independent training 
providers, and tabletop exercises on threat hunting, threat intelligence and cy-
bersecurity information management implemented with the leverage of the 
ECHO-Early Warning System. All these tools, taken together or as independent 
components, depending on the expert evaluation of the training designer, can 
build a complex personalized learning experience that addresses the current cy-
bersecurity challenges in front of an industry or an organization. 
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Figure 1: Risk-informed approach for the identification, prioritization of, and address-

ing the training needs. 
 
The main principles followed by the ECHO consortium in building the frame-

work and based on its curricula are in line with the identified challenges. The 
leading perceptions of the ECHO training and education efforts are oriented 
mainly towards accounting for the different industrial and organizational set-
tings and enriching the approaches taken by the existing competence frame-
works. 

Addressing the limitations of small and medium-sized organizations that 
could not afford to maintain their own security operation centres and cyberse-
curity professionals requires involving as many professionals as possible in ca-
pacity building activities. Thus, the stakeholders will be prepared to actively 
contribute to their capacity-building actions and strengthen the national cyber-
defence forces. 

Semantic and expertise-based mapping of generic competency concepts to 
specific contexts, systems, and organizational structures aims to provide the 
professionals who are responsible for the protection of ICT and operational as-
sets with the necessary capacity and capabilities to design, develop and estab-
lish adequate security controls as well as to react properly to cyber incidents 
and events. 

Building an overarching reference scheme for cybersecurity competences 
that maps the skill definitions to the sector-related risks allows constant enrich-
ment and update of the training products. Thus, the relations between compe-
tence descriptors and risk categories reveal interdependencies between the 
sectors and categories as well as the granularity of the skill definitions. 
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The ECHO Cyberskills Framework builds upon the results of the EU initiatives 
for creating a shared understanding of the development and application of the 
cybersecurity domain with a proposal for a vertical approach to the generic tax-
onomies and models. 

In the delivery of the ECHO Training programs, the ECHO consortium consid-
ers the simulation-based hands-on exercises as the most powerful instrument 
for enhancing the learning experience that completes the knowledge building. 
It is a well-known approach in medical, engineering, and military studies to the 
instruction of domain-specific skills, knowledge, and abilities, along with 21st-
century skills, such as problem-solving skills, creativity, and critical thinking.[11] 
Through simulation-based learning, the participants are offered a controlled, 
fault-tolerant, and scaffolding-offering environment, where learners could 
practice pre-existing knowledge and concepts along with learning the imple-
mentation of its principles and the consequences of their application. 

The structure of E-CSF 

The ECHO approach in collecting and structuring learning outcomes focuses on 
the analysis of commonalities, specifics and transversal aspects within 3 indus-
tries – energy, healthcare and maritime transportation. The scenario explora-
tion provides context to the existing generic multi-purpose knowledge and skills 
definitions. It is the foundation of the ECHO training model.  

The E-CSF consists of 4 main components: 1) the contextualisation model 
that leverages the ECHO Use Cases and ECHO Multisector Assessment Frame-
work, 2) learning outcomes that are based on the descriptors (examples) in the 
existing competence models, mapped with the categories from the contextual-
ization model, 3) a generic curriculum that includes sector-specific, but still, 
general training scenarios and 4) an assessment methodology that evaluates 
the results of training programmes from a learner’s perspective and an organi-
sational perspective. 

The first component, the context, involves: 
Identification of sector-specific assets, e.g. for the energy sector they could 

include: 
Operational technology in Energy/ Water supply companies – PLCs, SCADA 

systems - this instance is compatible with Operational support systems and 
Buildings and physical security systems from the ENISA’s Guideline.[9] 

Energy monitoring, security and safety systems - this instance is compatible 
with Operational support systems and Buildings and physical security systems 
from the ENISA’s Guideline.[9] 

(Shared) ICT infrastructure - this instance is compatible with Interconnection 
points, Operational support systems, and Buildings and physical security sys-
tems from the ENISA’s Guideline.[9]  

The organizational assets in focus for the ECHO Cyberskills Framework are 
the ICT assets in a company (operational technology and information technol-
ogy) and the professionals (job profiles) responsible for operating those assets. 
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Figure 2: Main Components of the E-CSF. 
 
The next step is identification of the vulnerabilities that could be exploited 

by a threat actor in the use-cases and scenarios. The technology-related vulner-
abilities in the healthcare sector, considered in the ECHO use cases and scenar-
ios with a potential to threaten human life or patient privacy can affect, for ex-
ample, implantable medical devices. They are vulnerable to off-the-shelf soft-
ware vulnerabilities, remote access and use of old and unpatched software. The 
asset related failures that could affect hospital or healthcare organization’s op-
erations are the medical/ clinical and enterprise networked systems. The rea-
sons for successful hacker attacks could be the lack of network segmentation, 
lack of encryption of data and information, use of old and unpatched software 
and operating systems, slow or absent security patching cycles and security mis-
configurations, reliance on unsecured medical protocols and design deficiencies.  

Identification of the most common attack vectors, leveraged by the malicious 
actors for gaining access to the targeted system is one of the following steps in 
the analysis but from this point on the analyst could consider them in a different 
sequence. Among the attacking techniques are: social engineering, phishing 
campaigns, ransomware campaigns, spoofing a web system, eavesdropping etc. 

Identification and prioritization of threats and impacts present other aspect 
from the contextualization of the learning objectives. Different assessment 
frameworks and practices can be used for the risk calculation and prioritization. 
The ECHO consortium considers the treat intelligence and information sharing 
platforms as an integral part of this process. The correct prioritization of the 
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risks and the appetite of the organization for taking these risks are critical for 
planning the resources for avoiding and mitigating the related risks.  

When the cyber-analyst identifies the risks and determines the risk appetite 
of the organization, the planning of countermeasures and security controls 
comes at the end. Valuable input in this phase of the risk assessment was pro-
vided by the ECHO team that developed the multi-sector assessment frame-
work. 

The identification and prioritization activities are followed by mapping of 
their result to the generic competence descriptors. Within this phase the risk 
components and countermeasures should be connected with the cybersecurity 
knowledge and skills required from a professional to implement the counter-
measures or security controls. The final goal is to create a training program or 
training pathway that satisfies the identified needs/ gaps and provide potential 
learners with stable knowledge and skills to protect the organizational assets or 
mitigate related risks. The mapping is performed based on expert evaluation of 
collected information, semantic principles, or upon stakeholders’ guidelines 
and recommendations. 

The table below includes the identified risk components in a scenario of an 
attack against the navigation system on a ship. 

Then the educator can propose several appropriate knowledge and skills 
needed for the active implementation of the security controls in an operational 
environment (in our case they are extracted from NICE-NIST Framework): 

K0001 Knowledge of computer networking concepts and protocols, and net-
work security methodologies.  

K0002 Knowledge of risk management processes (e.g., methods for assessing 
and mitigating risk). 

K0004 Knowledge of cybersecurity and privacy principles. 

K0005 Knowledge of cyber threats and vulnerabilities.  

K0006 Knowledge of specific operational impacts of cybersecurity lapses. 

K0007 Knowledge of authentication, authorization, and access control meth-
ods. 

K0620 Knowledge of continuous monitoring technologies and tools 

K0041 Knowledge of incident categories, incident responses, and timelines for 
responses 

K0133 Knowledge of types of digital forensics data and how to recognize them 

S0340 Skill to monitor target or threat situation and environmental factors 

S0371 Skill to respond and take local actions in response to threat-sharing alerts 
from service providers 
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Table 1. Extraction of risk components from an attack scenario.  

 
Asset Vulnerability Threat Impact Countermeasures 

ECDIS 
console 

Network to-
pology 

Change of 
configuration 

file 

Ship naviga-
tion and safe 
floating 

Events Analysis 
Malicious Code De-

tected 
Event Information 

Sharing 
Response Plans 

Forensic Analysis 

Media 
server 

Network to-
pology 

- 
Ship naviga-
tion and safe 
floating 

Network monitoring 
Penetration Tests 

Service 
server 

Network to-
pology 

Unauthorized 
access  

Ship naviga-
tion and safe 
floating 

Network monitoring 
Penetration Tests 

Internal 
Gateway 

Network to-
pology 

Bypassing se-
curity con-

trols 

Ship naviga-
tion and safe 
floating 

Network monitoring 
Penetration Tests 

External 
Gateway 

Network to-
pology 

Bypassing se-
curity con-

trols 

Ship naviga-
tion and safe 
floating 

Network monitoring 
Penetration Tests 

 
Starting from the identification of high-level generic descriptors that proved 

their efficiency in a variety of contexts, the educators need to enrich them to 
specific requirements and objectives that could be achieved with a short (3 to 5 
days) course consulted with cyber domain experts and the experts who work 
with the specific systems in other domains.  

Thus, the “K0001 Knowledge of computer networking concepts and protocols, 
and network security methodologies” from the NICE-NIST Framework could be 
formulated as “To understand in details the network topology and network pro-
tocols deployed on a ship as well as the security controls that could be estab-
lished and implemented” or “To be able to describe the network topology de-
ployed on a ship and identify potential configuration gaps” leveraging the 
Blooms Taxonomy verbs. 

After the definition of the learning objectives the training designers and do-
main experts structure the learning experience that could be provided to the 
learners. At this point, the educators are able to evaluate their capacity to de-
liver the specific training service to satisfy the customer needs. The identified 
risk components during the first phase address the development of the require-
ments for hands-on exercises (identified assets deployed within a cyber-range 
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exercise or the threats as a basis for the development of injects for a tabletop 
exercise). 

Within the ECHO project more than 50 use-cases and scenarios were ex-
plored which enabled the development of an extended analysis of common and 
specific risk components in the energy, healthcare and maritime domain. The 
results were structured in four generic training curricula – three specific pro-
grams that concern the unique and some common risk factors in each sector 
and one transversal program in information security for project managers. 
Those curricula could be defined as the generic base for the development and 
implementation of a pool with learning objective-oriented tools (e-learning 
content, cyber range scenarios, tabletop exercise scenarios and injects, labora-
tory demonstrations) scaffolded as training modules that fit to the five functions 
in NIST Cybersecurity Framework (IDENTIFY, PROTECT, DETECT, RESPOND, 
RECOVER). 

Leverage of the E-CSF for training program design 

The E-CSF is built around the concept of modularity. The training modules built 
upon the framework ensures its flexibility, reusability, and adaptability of the 
content and tools to the different training needs. These building blocks are com-
piled and connected with a set of learning outcomes and learning experiences 
focused on real-world offensive and defensive scenarios. Thus, the educators 
are enabled to maintain the consistency and continuity of the training process 
starting with the generic or sector-specific modules (Introduction in cybersecu-
rity, privacy and information security principles and concepts, Cybersecurity im-
plications in the maritime sector) and framing the program with scenario or 
function-based modules (Detection of ransomware in hospital settings, Intelli-
gence and analysis of Indicators of compromise in a network part of which is a 
SCADA system using Squert).  

The instructional designers and educators can use the developed, content, 
instruments and methods within the modules to design new training programs 
or update their existing training services by selecting from the existing pool to 
meet specific use-case-driven demands. As an important element for the anal-
ysis of the achievements and learning experience are the assessment tech-
niques. They serve to measure the quality of the provided service from the user 
experience point of view at individual, team, and organisational levels. 

This figure visualises the work process in creation of a training course and the 
content of each separate component of the E-CSF.  

The combination of methodological tools, theoretical and practical learning 
content meet several customer demands: 

 adequate addressing the training needs in an organization/ team; 

 effective learning and capacity building for the staff in an organization; 

 development, establishment and testing policies and procedures in an or-
ganization. 
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Figure 3: Detailed workflow and content of the components of the E-CSF. 
 
 
After building the ECHO-Cyberskills Framework and its content components, 

the service design process follows. The activities included inside follow the 
chronological order:  

 the identification of the relevant scenario or use case applicable to a par-
ticular customer or industry; 

 defining the learning objectives that answer the following questions: 

 what the responsible experts should know and be able to do to avoid 
the scenario or mitigate the consequences of the considered incident, 

 how the responsible experts can acquire the related knowledge and 
skills and what are their constraints in terms of pre-requisite knowledge, 
time, job role, etc.  

 how the knowledge acquisition can be measured. 

 selecting the respective content and delivery tools that address the defined 
objectives. 

The development of the ECHO training programs for testing the Cyberskills 
Framework was carried out according to the good practices in the fields of in-
structional design and leveraged some of the most popular tools in the domain 
– simulation and modelling of specific environments and scenarios for cyber 
range exercises, tabletop exercises, and collaborative testing incident response 
procedures. 

In general, the presented aggregation of the processes follows the plan-do-
check-act cycle: 

Plan – this phase includes the activities: i) Identify scenarios in terms of in-
dustry, assets (IT/OT + experts), vulnerabilities-threats- impacts (risks). ii) Cre-
ate a toolset for each industry. 
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Do – this phase includes the activities: i) Build respective training program 
selecting the tools and content, ii) Verify the selected tools and content with 
the domain experts and service providers 

Check - this phase includes the activities: i) Implement the training program 
with the target groups, ii) Evaluate the effect. 

Act – Improve the training program and enrich the toolset by leveraging the 
lessons learned and repeating the above steps. 

In conclusion, the ECHO consortium proposes a practical (the most severe 
risks for the operations in an organisation/ industry and dealing with them with 
the available expertize), structured (the training needs of the different teams 
for avoiding or mitigating those risks) and modular (the instruments that can be 
leveraged to provide the respective targeted knowledge and skills) approach for 
the design and delivery of a training service that meets the market demand. 

Conclusions 

For an organization whose operations and business continuity are dependent 
on the cybersecurity, there is a well-staffed Security Operations Centre (SOC) 
with very specific expert tasks assigned. Still, for the smaller organizations, in 
most of the cases, the security policy and strategy assumes an ad hoc assembled 
incident response capacity with the existing (ICT) staff members who are ex-
pected to cover a broad range of incident response and forensics-related skills. 
Providing all size and type of organizations with practical tools for assessment 
of their training needs and expert participation in the design and development 
of the services that meet those needs is essential for building a capacity for ef-
fective cyber-defence.  

The ECHO consortium considered the ontology and semantic technologies as 
tools for building a common understanding of the competences needed for de-
velopment and adaptation of professionals to the security strategies and pro-
cedures in the private and public sector. The E-CSF Ontology improves the visu-
alizations of relationships between the cyber-risk and learning concepts. The 
visual tools enhance the analysis and mapping, while furthermore, it currently 
serves as a database for educators where all the relevant information is kept 
and can be constantly updated. The development of the ontology as AI-support-
ing mechanism for finding hidden dependencies, correlations and causal links is 
critical factor for more targeted trainings in detection and response actions for 
front-line defenders.  

Within the ECHO project, the task group started a research on using semantic 
technologies for identification of training needs in the three ECHO industries. 
The results and visualizations are achieved through queries using the SPARQL 
querying language. Currently, in this work the tool Protégé was leveraged1. 
However, as a future goal can be considered the enrichment and query-based 

                                                           
1  An open-source tool for knowledge management developed and maintained by 
Stanford University, https://protege.stanford.edu/   

https://protege.stanford.edu/


Design of a Modern Cybersecurity Training Programme: The ECHO Approach 
 

 189 

further development of the E-CSF Ontology. This will allow the further explora-
tion of the usability and quality of collected and analyzed information and data.  

The work on a GUI will allow users to interact easier with the ontology and 
make queries without being specialists in query languages and syntax. Achieving 
of those goals will empower organizations from industry, academia, and gov-
ernment to include more people in the design and delivery of their cyber-de-
fence courses, by providing them with a tool to identify the people, suitable for 
these tasks and the gaps in their skills, knowledge. 
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