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A B S T R A C T : 

This study aimed to develop a methodology for governance model implemen-
tation and transition for a collaborative networked organisation in the cyber 
domain by establishing effective stakeholder management and customer sat-
isfaction assessment program. The article summarises the findings, describing 
the identified services for governance consulting and presenting the devel-
oped proprietary tools in the phase of transition and stakeholder manage-
ment. The relation between the theoretical model for governance model 
change management, required tools, and implementation as a service sup-
port the exploitation strategy of the ECHO Governance Consulting Services 
asset. It provides an example of designing the processes and business model 
for the functional service group for governance consulting and potential fed-
eration with other network assets. Special attention is paid to stakeholder 
management for the success of the service provision. 

A R T I C L E  I N F O : 

RECEIVED: 24 MAY 2022 

REVISED:  28 JULY 2022 

ONLINE:  22 SEP 2022 

K E Y W O R D S : 

governance consulting, service design and provision, 
change management, stakeholder management 
 

  Creative Commons BY-NC 4.0 
 

https://creativecommons.org/licenses/by-nc/4.0/legalcode
https://orcid.org/0000-0002-4766-8468
https://orcid.org/0000-0001-9388-7293
https://orcid.org/0000-0002-6873-580X
https://creativecommons.org/licenses/by-nc/4.0/legalcode


I. Mladenova, V. Shalamanov & A. Shalamanova-Filipova, ISIJ 53, no. 1 (2022): 131-146 
 

 132 

Introduction: Institution Building and Change Management for 
Collaborative Networked Organisations 

The effort to consolidate the European Union’s (EU) capacity in the area of cyber 
security research, development and offering of competitive products and 
services includes the contractual public private partnerships resulted in 
European Cyber Security Organisation (ECSO). This was followed by four pilot 
projects funded under the EU’s Horizon 2020 and tasked to explore models for 
networking among centres of competence for the development of innovative 
cyber solutions.1 Identifying new technologies and respective roadmaps to 
market penetration is a very solid base for innovation. Addressing the issue of 
fragmentation between sectors and member states, however, requires a 
different level of research on effectiveness, efficiency and resilience of 
networked organisations, based on trust and collaboration – cross sector, cross 
country, cross technology. Coping with the challenges in cyber domain in EU will 
require combining the top-down policy approach with bottom-up 
institutionalisation of the collaboration among different types of organisations 
– industry, academia, non-governmental organisations in relation to national 
and EU level public bodies. 

Our studies under ECHO project identified Collaborative Networked Organi-
sations (CNO) as the most suitable model for consolidation and optimization of 
operations. We developed tools to provide design services for the governance 
model of such CNO, including a business model and related processes and or-
ganisational elements, discussed in another work.2  

This paper links to the previous work and focuses on the transition planning 
and implementation of the designed governance model conceptualised as a 
process of institution building and managing the change from the identified cur-
rent operating model to the designed target operating model. The goal is to 
extract the lessons learned into a usable methodology and tools that can be 
further utilised in practice. It presents the scope of governance consulting 
services to support transition planning and implementation with a reference to 
developed tools to perform these services. Institution building and change 
management framework for ICT/Cyber collaborative network organisations, 
presented in another paper 

3 is the base for the services and tools covered here. 
The next section presents the methodology applied. The second section dis-

cussed the results from transition planning within ECHO project. The results pre-
sented in this paper focus on two outcomes of the project work: (1) lessons 
learned and tools that can be applied for implementing transition and change 
management plan to a CNO, and (2) lessons learned during the development of 
the ECHO asset Governance Consulting Services (E-GCS). The resulting tools and 
approach could be applied in similar settings for the implementation of CNO in 
cyber and technological domains.  

A case study of performing these services and testing the exploitation strat-
egy is considered in the paper to demonstrate viability of the approach. Focus 
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is on establishing relations with the key stakeholders and a variety of customers 
and assessing the success through customer satisfaction program. 

The conclusion presents an organisation of a service group to deliver govern-
ance consulting services, supported by training services and certification ser-
vices. Thus, the full cycle from needs and objectives’ analysis to customer satis-
faction in delivering support to institution building and change management of 
CNO on ICT/Cyber domain is covered. 

Methods 

The methodology applied to design the transition and change management plan 
is developed and tested during the implementation of ECHO project. It is aligned 
with the major challenges identified in relation to the transition from a project 
organisation to a Collaborative Networked Organisation. Among these are en-
suring buy-in in the various project organisations and aligning to a single model 
regarding organisational structure, decision making, performance metrics, re-
sponsibilities and authorities. Change management literature and practical 
advancements informed the design of project methodology. 

The method used for the development of this paper largely relied on the 
ECHO project experience and related research. The method followed here is as 
follows: 

 Review of ECHO project activities to draw lessons learned that can be 
extrapolated to a usable methodology for designing transition plans in 
complex settings (such as multi-partner project organisations) 

 Map project findings to organisational change literature advancements 

 Assess preliminary project results on the way to ECHO transitioning from 
project to CNO organisation 

 Formulate a methodology based on the above that can be further deployed 
by the ECHO governance team, as well as used to inform other theoretical 
or practical research in similar settings. 

The ECHO partners identified the need to design a transition plan to ensure 
sustainability after the end of the project. The key challenges it aims to address 
stem from the diversity and complexity of the domain. It is important to note 
the differences in experience, ambitions, structures, and capabilities of the con-
sortium partner organisations as well as their number. Preparation of the tran-
sition plan thus aimed to allow for individual assessment of the organisations’ 
change capacity and readiness to proceed with deepening the collaboration, as 
well as to identify the necessary actions to ensure alignment and smooth tran-
sition. The instruments and tools applied are described in the second section of 
this paper.  

The approach applied to planning the transition and change is presented on 
Figure 1.  
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Figure 1: Approach to transition planning and managing change. 
 
The transition to a CNO involves change at least two levels – individual part-

ners’ organisations and ECHO Network level.3 Thus, transition planning requires 
adjusting the change management approach to the (possibly) varying levels of 
support for the change required. The diagnostics of the shared support for the 
envisaged change employs the ADKAR model which describes a sequence of five 
elements to manage the people side of change:4 Awareness (of the need to 
change), Desire (to support and participate in the change), Knowledge (of how 
to change), Ability (to implement required skills and behaviours), and 
Reinforcement (to sustain the change). 

Transition planning is closely related to the design stage and marks the scope 
and content of the institution building steps and stages of change from initial 
operating capability to final operating capability of the target operating model. 
The transition plan is structured around five steps which are grouped into two 
phases. The first phase includes active institution building to achieve initial 
operating capability. It is followed by change management efforts during the 
second phase in order get the CNO to a final operating capability and provide 
the necessary support and enablement for all partner organisations involved. 
Implementation is a longer period of practical steps to apply the transition plan 
and embed the new CNO in the environment of stakeholders and customers. 
The third phase is the actual operation of the CNO governance model after 
achieving final operating capability of the target operating model. It establishes 
a process of continuous improvement (until next big change is decided). 

Assessment of the transition and change management is performed continu-
ously during all phases and could be summarised and feed into further improve-
ments once the governance model is operational (Phases 1 and 2).  
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Based on the above project work, the ECHO team involved in design and im-
plementation of the governance model distilled the lessons learned and exper-
tise gathered into an exploitable asset – Governance Consulting Services in the 
cyber domain. The approach applied to structure this asset is illustrated on Fig-
ure 2.  

Design, transition planning and practical implementation of the governance 
consulting asset are linked with the parameters of the exploitation strategy and 
capacity to maintain relations with the stakeholders and customers. That is why 
the development of the potential business plan for the service group (asset) is 
informing the final refinement of the design and transition planning and 
implementation. For the case of governance consulting asset, the close 
collaboration between project work packages on training, certification, 
multisector analysis and business planning is supporting such an iterative 
approach for design and testing of the service group. Figure 2 captures the role 
of exploitation strategy to refine the offering and business model, based on 
market analysis and coordinated approach with other service groups, 
contributing to the overall ECHO exploitation strategy. 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 

Figure 2: Approach to developing governance consulting services in cyber domain. 
 
Market assessment was performed to identify the demand and supply of gov-

ernance consulting services in cyber and technological domains. Based on the 
project experience of the governance team, two events were held to extract the 
services offering – Ideathon and Hackathon – with representatives of most of 
the ECHO partners. The inputs are used to refine the business model and ex-
ploitation strategy. 
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Transition Planning and Implementation – Governance Consulting 
Services and Tools 

The EU prioritisation of technological and global competitiveness in cyber do-
main has led to exploring and experimenting with new forms of organising na-
tional and trans-national cooperation between different types of organisations. 
And while there are several technologies that can support such collaboration 
from operational point of view, the governance aspects of such networks 
remain challenging.5 

All four pilot projects funded under the EU’s Horizon 2020 – ECHO, Sparta, 
CyberSec4Europe and Concordia – engaged separately and jointly in exploring 
the appropriate governance models in response to the EU calls for a sustainable 
and effective cybersecurity ecosystem. Each of the projects developed its own 
approach to governance challenges, documented and published on the 
projects’ websites. The four pilots also participate in a governance group to join 
forces in formulating proposals and recommendations to the European 
Commission, as well as to the European Cybersecurity Industrial, Technology 
and Research Competence Centre (ECCC) and the Network of National Coordi-
nation Centres (NCC) established under the Regulation (EC) 2021/887.6 The 
governance challenges in the EU cyber domain are explored by other related 
initiatives and bodies, such as ECSO. Two Convergence events were held in 2020 
and 2022 with the participation of relevant bodies to share achievements and 
discuss future alignment, including in the governance area.7 

The approach to the governance challenges employed by ECHO was marked 
by a systematic review of available best practices and theoretical 
advancements,8 assessment of governance needs and objectives,5 definition of 
alternatives and selection of applicable governance model.9 The decision-
making process at each step aimed to involve and engage all ECHO partner 
organisations, while reaching out to relevant stakeholders wherever possible. 

This remainder of this section describes the envisaged consulting process, as 
well as the services and tools resulting from the application of the above 
methodology during the ECHO project. These could be further employed to 
solve similar challenges in cyber and related technology domains. 

Consulting services in support of the transition planning 

Transition (and change management planning) is based on the results of the 
diagnostics of the change capacity of the current operating model 
arrangements. It reflects the challenges to reach the target operating model in 
two steps – initial operating capability and final operating capability. The aim is 
to reach initial operating capability at the end of the ECHO project (January 
2023) which represents the turning point between ECHO project and ECHO 
Network. 

When planning change, one of the first challenges organisations face is to 
recognise when change is necessary 10 - understanding the drivers helps define 
the context and scope of the changes. The process starts with an induction 
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training on governance model design and decisions aimed to raise the initial 
level of common understanding of the challenge amongst the partner 
organisations. Induction training is based on the knowledge generated during 
the previous phases of the consulting process 

2, and provides information 
related to the development of alternatives, their assessment, selection, design 
of the governance model. This induction training is a prerequisite for the 
diagnostics of the shared support for the envisaged change assessed according 
to the ADKAR model. The levels of awareness and desire to change are assessed 
through dedicated tools and manifested in the decision taken by the partner 
organisations. 

The governance services are based on specific tools, described below. These 
tools are designed to support potential customers in the development of a CNO. 
The resulting tailored transition plan will enable the future CNO to achieve the 
goals of its strategic plan, to grow through effective partnership development, 
and to optimise the relations with its stakeholders and customers. 

Transition and change management planning could be based on implemen-
tation of the ADKAR for processes and organisational elements identified. It 
should include a comprehensive effort for overall transition from current 
operating model to target operating model. 

Tools in support of the transition planning 

Defining the desired future helps identify the gap between the current and 
future state and plan the steps to close that gap. Strategy is an important input 
to a transition plan design and change management. Change may be necessary 
because of both objective and subjectively perceived reasons. The perception 
and the legitimacy of the reasons influence the motivation and support of the 
organisational members, and respectively the success of the change.11 And one 
of the success factors is the shared vision – as well as shared understanding of 
why change is necessary, and what the consequences of not to change are. 

The ADKAR model suggests a lifecycle for implementation of the change. 
Providing information (through induction training and other internal 
communication platforms), planning and designing the change require 
assessing and building the levels of Awareness and Desire. The tools employed 
for the development of the transition plan aim to actively engage the partners 
and communicate in order to facilitate the agreement on the shared vision of 
the future. The tools are conceptually defined below and are accompanied by 
proprietary templates and instructions.  

The content of each tool (such as questions asked) should be tailored to a 
particular consulting case to reflect the specific background, starting point, di-
versity and ambition of potential clients. Moreover, the consequent application 
of the tools allows for feedback to be incorporated in the follow-up ones and 
thus reflect the levels of ADKAR elements assessed during the process. 

(1) Kick-off meeting. The aim of the kick-off meeting is to agree on roles and 
involvement in the planning process activities. A kick-off meeting agenda and 
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participation is designed to enable initial view on the awareness of the change 
required. The content of the kick-off meeting agenda is designed to: 

 Assess initial level of awareness with regards to the change; 

 Agree on composition of core team to drive the process; 

 Agree on management and monitoring of the process; 

 Agree on next steps and timeline. 

The kick-off meeting outcomes are used to adjust the content of the activities 
to follow, based on the initial understanding and commitment of the involved 
organisations 

(2) Focus group. The focus group aims to allow for more in-depth understand-
ing of opinions and attitudes of the involved organisations through a guided dis-
cussion. It results in understanding of the initial level of awareness concerns and 
requirements but is also a way to start building the awareness level. The content 
of the focus group is designed to: 

 Understand all involved organisations’ initial attitudes towards the pro-
posed change (CNO); 

 Identify factors that could support or hamper the transition process; 

 Identify initial requirements from the involved organisations for engage-
ment in closer integration into a CNO; 

 Initiate a discussion on how the proposed changes align with internal strat-
egies and aspirations of each involved organisation; 

 Obtain insights to inform the process of designing the appropriate inter-
ventions and activities into the transition plan to ensure its success. 

The focus group outcomes are used to adjust the activities to follow, and es-
pecially interviews with key decision makers and stakeholders. 

(3) Structured interviews with key decision-makers. Structured interviews are 
aimed at reaching out to key decision-makers within the partner organisations 
to get understanding of their level of awareness and possible requirements of 
information to decide in favour of joining the future CNO. Involving – and en-
suring the support of – key decision-makers as early as possible in the planning 
process is seen as one of the key success factors in leading change initiatives. 
The content of the structured interviews is designed to: 

 Obtain inputs to design appropriate interventions in the transition plan – 
based on the assessment of awareness, desire and knowledge levels; 

 Obtain inputs to the discussion on how the proposed changes align with 
internal strategies and aspirations of each involved organisation; 

 Outline quantifiable advantages and disadvantages to allow for informed 
choice and decision by each partner organisation. 

The outcomes are used to design the interventions within the transition plan, 
based on the assessed levels of awareness, desire and knowledge. 
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(4) Structured interviews with key stakeholders. Structured interviews with 
key stakeholders follow the same approach as the above. These are extended 
to key stakeholders outside the involved organisations. The design of the con-
tent draws on the above activities and allows for defining the context and ex-
pectations for the CNO.  

Other tools that apply to the development of the transition and change man-
agement planning include simulation games of key processes2. 

Consulting the implementation process for CNO governance model 

The implementation starts after the institution building phase and is based on 
reaching an agreement on the transition and change management activities. 
While the success of the actual implementation depends on the active effort by 
the customer itself, it could benefit from external consulting support to facili-
tate the change. The benefits of using external consulting services include ex-
pert non-biased opinion along the process, support in processing feedback and 
using it for adapting the plans, and most of all support through training and 
conflict resolution. As the change to a CNO includes a process of onboarding 
current and potential new partners and services, it requires an accreditation 
procedure to be effectively integrated into the governance model. After the in-
duction training in governance and management of CNOs, focussed sessions for 
different roles will be required with related certification. The key governance 
and management processes should be supported by key systems such as e-Cus-
tomer Catalogue and e-Portal for information sharing. 

While building the CNO, one critical service is to establish customer (stake-
holder) relationship management (CRM) as a core of the overall governance and 
management system. CRM is seen as an additional system to the ones men-
tioned above and allows the CNO to better understand its environment. One 
essential part of the CRM is the satisfaction assessment program to be estab-
lished. The satisfaction assessment should provide regular feedback, but also 
acts as a platform for strategic communication and consultations with the key 
stakeholders and customers. 

The implementation process would require consulting on activation of the 
key services’ specific governance and management. Thus, the implementation 
plan should facilitate a close cooperation amongst other e-assets or service 
groups, including with external providers, that are selected to support key prod-
ucts and services in the customer services catalogue of the CNO. 

The implementation incudes the development of the Mission, Vision, Strat-
egy, Implementation Plan, Customer catalogue. Thus, the consulting services 
during this phase need to support through different tools the efforts to develop 
the respective elements of the governance system. The implementation of the 
governance model could include the development of an external web site as 
well as internal collaboration portal for information sharing and support of the 
key governance and management processes as designed during the consulting 
phase covered in another paper2. Analysis of the current operating model for 
the ECHO project with respective external website and internal Sharepoint 
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portal gives a view on the starting point and required changes to transition to 
the target operating model with a minimum of consulting services. 

Implementation is a practical process as compared to the design and planning 
of transition of the governance model. It means the real assessment of the con-
tent of required services and tools to support them could be done when a first 
project – development of the ECHO Service Group Governance Consulting Ser-
vices and potentially one National Hub of the ECHO CNO – are accomplished at 
end of the 2022. 

Key support tools for implementation of the CNO transition plan 

The transition plan should include the interventions necessary to further assess 
and develop the levels of ADKAR elements, as stated above. It should pay spe-
cial focus on increasing the levels of knowledge (of how to change), ability (to 
implement required skills and behaviours), and reinforcement (to sustain the 
change). The tools employed for the implementation of the transition plan aim 
to continue communicating the vision and workplan how to get there, broaden 
the coalition of supporters, empower and motivate the involved organisations, 
minimise uncertainty throughout the process. The tools are conceptually de-
fined below and are accompanied by proprietary templates and instructions.  

The content of each tool should be tailored to a particular consulting case to 
reflect the specific background, ambition and transition plan details. The conse-
quent application of the tools allows for feedback to be incorporated in assess-
ment and continuous improvement phase. 

(1) Kick-off transition plan implementation. A formal kick-off meeting to initi-
ate the implementation of the transition plan serves several purposes, includ-
ing:  

 Communicate the vision. Communication of the change is a constant effort 
throughout the planning and implementation phases. Change manage-
ment literature suggests it should not be a one-time, one-direction 
instance; 

 Increase the levels of support for the change through active participation 
and involvement of the organisations; 

 Confirm the workplan with roles, responsibilities, key milestones and deci-
sion-making process. 

(2) Focus groups, trainings. Focus groups and trainings are designed based on 
the assessed levels of knowledge and ability to implement the change. 

(3) Strategic planning workshop. Detailing the strategic plan based on the 
shared vision is a key element in the transition plan.  

(4) Internal communication tools. Regular communication should accompany 
the implementation of the transition plan. Agreed upon media, such as intranet, 
newsletter, etc. should provide information on the progress throughout the in-
volved organisations, manifest achievements and celebrate success. 

(5) Specifically designed rewards and acknowledgments to reinforce the 
change implementation 
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Other tools that apply to the implementation of the transition and change 
management include focus groups, structured interviews, and simulation 
games of key processes (detailed in the previous section). 

Exploitation strategy for the governance consulting services with a focus on 
stakeholder and customer relationship management 

Upon finalisation, the E-GCS Exploitation Strategy will become a part of the 
overall ECHO Network Strategic Plan 2030 and ECHO Network Business Plan 
2023-2025.  

The key ingredients of the E-GCS Exploitation Strategy include: 

 GCS catalogue description with required service architecture and proprie-
tary tools to support the service delivery – highlights described in the pre-
vious sections of this paper; 

 GCS customer base and its segmentation – especially per country and per 
sector. The segmentation could use the three main groups identified (EU 
public funding; national public funding; and pure commercial, market 
funding) and further refine it; 

 GCS business model with costing policy and operational level agreements 
with other ECHO assets that could complement each other’s exploitation 
to be detailed in the framework of the agreed ECHO Business model; 

 Customer relations management strategy to gain interest, maintain cus-
tomer satisfaction and retain customers (through ECHO National Hubs) is a 
critical aspect of the exploitation strategy; 

 Partnership development to extend the capacity for service provision and 
innovate in service design, transition and operation (using national hubs) – 
will be further explored separately as the partnership development task is 
a very fundamental aspect of growing the network and customer base. 

E-GCS Exploitation Strategy is based on the updated demand assessment re-
sulting from the market analysis. The demand assessment should provide inputs 
on the potential value for services per type of service, type of customer, geo-
graphic base, and time frame. This will help to plan and to manage the capacity 
for E-GCS exploitation. 

The E-GCS strategy is a spiral one with several waves of development: 

 Test the exploitation model inside ECHO and with other 3 pilots using es-
tablished funding for the projects: support with GCS the establishment of 
National Hubs and Service Groups, development of processes and business 
models, establishment of CRM for ECHO network; 

 Form the E-GCS – legally represented by one of the project partners (IICT-
BAS) through “star-architecture” agreements with contributing partners to 
offer the value proposition as initial operating capability of the target 
operating model; 

 Experiment during the last six-eight ECHO project months with the National 
Hub in Bulgaria and national Ministry of e-Governance (notified to EC as 



I. Mladenova, V. Shalamanov & A. Shalamanova-Filipova, ISIJ 53, no. 1 (2022): 131-146 
 

 142 

NCC) in supporting the Regulation (EC) 2021/887 implementation as a case 
for dealing with the external customers (public, national); 

 Exploit the Convergence meetings between the four pilot projects, 
especially the Focus Group on Governance to promote the value 
proposition and seek partners and customers; 

 Use the DIGILIENCE 2022 conference for finalising the Governance White 
Paper to ECCC/European Commission as a platform for defining the market 
in EU and member states for governance consulting services in cyber 
domain; 

 Identify the growth of governance consulting services outside pure cyber 
CNO to other ICT and technology related CNO in EU or member states. 

The standard elements for the E-GCS Exploitation Strategy to be further de-
veloped based on the identified services are: 

 Value proposition to the customers and all the stakeholders; 

 Catalogue of products, services and expertise (competencies); 

 Market analysis – customer segmentation, demand assessment; 

 Potential Program of Work with a Financial plan for the years 2023 to 2025. 

One key element of the E-GCS Exploitation strategy is the induction training 
for customers and partners (developed within Work Package 2 of the ECHO pro-
ject) and reference to other areas of ECHO Catalogue of Services offerings. 

To build the necessary capacity, the E-GCS will rely on the core team involved 
in the governance model project work, attract and train colleagues from all 
partners to join the GCS expert pool and focus the team on active promotion of 
the value proposition to obtain project or service-based funding and extend 
exploitation. 

E-GCS is developing its intellectual property during the ECHO project imple-
mentation, that would support the asset exploitation. All the tools developed 
to support the services (initial research to develop the governance model, 
process design, organisational design, and transition planning) and related 
templates and instructions are proprietary and will be kept and further 
developed by the core team under legal agreements required. 

The vision of the functional E-GCS is a highly motivated and competent con-
sulting team, able to partner with a customer for a successful cyber resilient 
digital endeavour in all sectors with strong reliance of the solutions developed 
by ECHO, but not limited to them. 

As such the vision is largely dependent on strategic communications, excel-
lent customer and stakeholder management and inclusive customer satisfac-
tion assessment program. The academic background of the team fosters the fo-
cus on research, training and academic collaboration which are deeply rooted 
in the culture of exploitation. 

E-GCS will gradually seek recognition in the ECHO team, the four pilots 
community and larger customer base. 
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The strategy is developed based on the studies of: 

 EU strategy in the Cyber domain and respective regulations; 

 ECHO Strategy agreed by the ECHO General Assembly; 

 Catalogue of products, services and expertise; 

 Market assessment; 

 Business model instruments for financial break-even; 

 Ideathon and Hackathon on exploitation of the E-GCS asset and in relation 
with the exploitation of the other ECHO assets, enabling its harmonisation 
with the other assets’ exploitation strategies. 

There are specific tools for exploitation strategy development under the 
respective ECHO Work Package 9 ownership. 

Conclusions: Evolving Governance Consulting Organisation in Support 
of CNO Development 

One of the focus areas of ECHO project lies in design of a governance model and 
its implementation for a complex collaborative network of excellence centres in 
several EU Member states and several non-EU partners in Ukraine and North 
Macedonia. Exploring different existing models5, a comprehensive approach 
was developed. It covers the whole cycle – development of governance model 
alternatives, their assessment and selection of the appropriate alternative, 
detailed process and organisational design, transition and change management 
planning, maturity assessment from current operating model to initial operating 
capability and final operating capability of target operating model. This effort 
provides an opportunity to identify a set of consulting services and related 
proprietary tools to support them, that together with the competencies of the 
people involved (core team and complementary pool of experts) could form a 
viable consulting organisation for CNO development. 

In the case of ECHO project, building the consulting services means transition 
from a work-package project team organisation through ECHO Asset and as a 
final step Service Group on Governance Consulting Services (SG GCS). SG GCS 
will specialise in the development of CNO in technology intensive domains such 
as ICT and Cyber. It will aim to gradually extend to other domains like Space 
where similar developments are occurring and expected to see an increase in 
collaborative networked organisations. Such a service group is closely related 
with other ECHO assets and service groups through the Catalogue of services 
and products – not limited to supporting the design of CNOs. Close cooperation 
with the other three pilots, ECSO and the European Union Agency for 
Cybersecurity (ENISA) throughout the established Focus Group on Governance 
provides an excellent opportunity to operate in an eco-system specialising on 
regional or sector basis. 

Good opportunity is to implement the governance services in design of the 
SG GCS itself and in such a way to prove the viability of proposed approach. 
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Following the study results on governance model the legal entity of the SG 
could be an ECHO Hub, one of the National Hubs or one of the partners, contrib-
uting to the core team (or pool of experts). Another legal option is to register a 
separate new non-for-profit organisation (with participation of for-profit organ-
isations, contributing to the catalogue of services under operational agreement 
and pricing policy). 

The business model is based on the principles of service-based, customer 
funded organisation with break-even (non-for-profit) in a three-year period 
(supported by an operation fund). Core (fees-based) funding could be agreed 
with the ECHO Central Hub or National Hubs, or potentially directly NCCs/ECCC. 
Intellectual property rights stay with a legal body under which the SG operates. 

The Governance Consulting Service group could support customers on pro-
ject base. In addition, it could develop service level agreement for baseline sup-
port. Similar to other consulting services, the effectiveness and efficiency would 
depend on the level of maturity of customer and stakeholder relationship 
management as well as the opportunity to combine consulting with easily 
accessible training and certification. At the same time continuous research in 
the governance matters provides for the quality of services delivered, including 
training. 

International character of the service group as well as multi-sector experi-
ence of the core team and pool of experts provide for tailored approach to the 
requirements of the customers and internal knowledge development of cross-
EU and inter-sector nature. 

One important validation effort of the services and tools for governance con-
sulting is to successfully establish the multinational and multisector service 
group of governance consulting itself. The most evident first set of projects and 
services of the consulting group is to facilitate the implementation of the Regu-
lation 887/2021 in the member states and EU large. 

The transition planning methodology described in this paper may have at 
least several practical implications. First, it draws a methodological approach 
for designing transition plan in complex settings of loose (project) partnership 
of numerous organisations with different sector, legal form, and country 
backgrounds. This approach could be used – with the necessary adjustments – 
in consulting similar endeavours. Second, it highlights key requirements and 
success factors based on literature review and confirmed during the project 
work. Third, it lists useful tools that could help similar endeavours. 
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