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Abstract: In today’s armed conflicts, such as the conflict in eastern Ukraine, subdivi-

sions of the psychological operations of special operations forces use social Internet 

services for psychological impact on the target audience. The fuzzy concept of ‘target 

audience’ requires development of a scientifically sound approach to its formal de-

scription. One of the important stages of psychological operations is the study of the 

target audience. In this paper, formalization is reduced to the construction of a graph 

model of the target audience. Its feature is that it takes into account the characteristics 

inherent in the actors of social Internet services, in particular social networks. The de-

veloped graph model allows to take into account the structure of the target audience 

and to define separate structural elements. Features of construction of graph model of 

target audience using the method of Social networks analysis are considered. The con-

nections underlying the graph model in accordance with the Social networks analysis 

are substantiated. The stages of constructing a graph model are described and the algo-

rithm for constructing a target audience in the social networks is presented. The ade-

quacy of the developed model is proved by a model example. 

Keywords: antiterrorist operation, graph model, psychological impact, social networks 

analysis, actor, target audience. 

Introduction 

The rapid development of methods and means of psychological impact (PI) is associ-

ated with the growing role of social Internet services. For example, the experience of 

the antiterrorist operation (ATO) in the Donetsk and Luhansk oblasts showed that for 

the effective dissemination of psycho-social influence (PSI) in social networks (SN) 

it is necessary to analyse the structure and characteristics of the target audience (TA) 

behavior in the SN. To facilitate further studies and implementation, such a structure 

should be described by a certain model. Therefore, the actual task, addressed in this 

article, is to construct an adequate mathematical model of the TA and its further prac-
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tical application. In the simulation of social groups, a variety of approaches and 

mathematical tools are used: cognitive maps,1 Markov chains with discrete time,2 

simulations and games,3 optimal control models,4 etc. In the field of research of so-

cial processes, network analysis is widely used for representing social groups repre-

sented by SN.5,6,7 A network approach allows to make a formal description of SN and 

continue to conduct its mathematical analysis. The mathematical apparatus applied 

for network analysis includes sections of linear and discrete mathematics, the theory 

of graphs and its applications in the form of SN analysis. Analysis of social net-

works—or Social Network Analysis (SNA)—is the application of graph theory for 

the study of SN in terms of social relationships. From the standpoint of the study of 

network social structures, this approach has been used, for example, in the simulation 

of terrorist organizations.8,9 Other examples of research in this direction ae provided 

by J. Farley,10 M. Dombroski and K. Carley,11 P. Klerks,12 V. Krebs,13 S. Sterling,14 

and other researchers. The graph model of the opponent with a strictly justified ac-

count of the hierarchy of the group by using a weighted non-oriented graph has been 

used by Koboseva and Khoroshko.15 Such a model makes it possible to investigate 

the structure of the social group and identify the members of the network, which has 

the greatest number of connections and high impact on others. Guminskyi and 

Peleshchyshyn proposed to consider the structure of the virtual community in the 

form of graph.16 

The purpose of this article is to construct an adequate graph model of the psychologi-

cal influence on the target audience in social networks. 

Formalized Representation of Target Audience in Social Networks 

The study of the course of hybrid conflicts in the eastern Ukraine makes it possible to 

distinguish two TAs onto which the psychological influences should focus in the in-

terests of organizing effective counteraction to the destructive propaganda of the ag-

gressor.17 These are military personnel directly involved in hostilities and the local 

population of those areas where hostilities are taking place. For the local population, 

for example, the object of the study are the actors (nodes) and the associations that 

characterize the relationships between them (friendship, communication, common in-

terests). Thus, in the broadest sense, a TA is understood as a social group, united in a 

network, that is, a plurality of subjects and the relations between them. In addition, 

the SNA allows you to display and measure complex, sometimes hidden, groups of 

people and organizations, analyze their structures and predict future network mem-

bers or future relationships between them. SNА is considered as an effective tool for 

mapping the structure of complex social groups.18 For example, it can be used to de-

termine: the central node in the network; subgroups that exist on the network; regu-

larities of interaction between subgroups; general structure of the network; channels 
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of distribution of information on the network, etc. Using the SNA method, we will 

construct a graph model of a defined TA. 

Formally, TA from the local population in the combat zone can be submitted as a 

graph G (N, E), in which N = {1, 2, ..., n} is the set of nodes (actors) and E = {1, 2, 

..., k} is the set of edges that represent the relation between actors. Under the link be-

tween actors we understand the social ties that arise between members of the TA. 

Constructing such a representation of the TA actors, we obtain an informational 

model of the considered social group in the form of a graph. 

Construction of a Contextual Background to Fill the Model 

The first step in the analysis of social groups is the construction of a contextual back-

ground. It should include information about the actors and the links between them. 

To obtain this information, it is now convenient to use social Internet services that 

provide access to relational data of actors, in particular in SNs. The ability to create 

text and multimedia objects by means of SN makes them a unique source of data 

about personal life and interests (correspondence, groups, photo albums, videos, mu-

sical compositions, etc.) of real actors who will act as a definite TA. All this leads to 

an interest in the collection and analysis of social data for the distribution of PI to a 

specific TA. In addition, the extensive capabilities of API methods in SN help to au-

tomate the collection of necessary data for research. Also, developing approaches to 

intelligence at current utilise analysis of data from open sources (Open Source Intel-

ligence, OSINT) in SNs.19 This facilitates the collection of TA relational data. 

OSINT in SNs can be used to detect true relationships between actors, that is, real 

friends, relatives, etc. As a source of information about actors, it is advisable to 

choose the most popular SNs. Today, there are methods for identifying profiles be-

longing to one actor in several social networks.20 Solving this problem affords getting 

a more complete social graph that can be useful for the analysis of actors. 

The following limits apply to constructing the model: the target audience belongs to a 

group of actors who represent specific population and age groups, i.e. more than 18 

years-olds; selection of settlements and collection of relational data for analysis is 

carried out by experts or units of psychological operations (PSYOP) in accordance 

with the current military-political situation; information for constructing the TA 

model is collected only with the SN, which is most used by the TA from the local 

population.  

Algorithm for Constructing a Graph Model for a Target Audience 

The algorithm for constructing a TA model based on a graph consists in the succes-

sive execution of a number of steps described below. 
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Stage 1. Selection of TA actors from the entire set of SN actors. Among all actors, 

only those that match the characteristics of the TA are chosen as the age and place of 

residence (in accordance with the accepted restrictions) 

 

( )  ( ) A A A A A
i i i iC c C | P c c | P c=  = ,           (1) 

 

where CA is the set of actors TA, C is the set of actors SN and P(ci
A) – the actor’s 

characteristic, which she or he attributes to the TA. 

Stage 2. Construction of an information field for characteristics of TA actors. A set 

of relational data for constructing a social graph should include data that can be ob-

tained from the most used SNs, such as VKontakte, Fasebook, and Twiter. To deter-

mine the relationships between actors, weights of the nodes and edges of the graph—

those parameters that are common to the above-mentioned data sources—are chosen, 

taking into account that the TA actor may have a single profile in one of the SNs. To 

determine social connections, we use the connections indicated by sociologist Mark 

Granovetter.21 Accordingly, we take into account the weak links for the formation of 

the graph. They appear to be much more effective when certain social processes oc-

cur than strong ones. That is, one needs to consider the “force of weak ties.” For the 

formation of the edges of the graph, it is necessary to have information about such 

social connections between actors in SN: common interests, family ties, friendly rela-

tionships, collaborative work. 

Common interests can be judged according to the identity of the same communities 

in SN, a large number of ‘reposts’ or ‘tweets’ of each other. 

Stage 3. Formation of the link table. The sign of the presence of an edge between the 

i-th and j-th actors in SN is determined by the formula: 

 

ij

1, if one would have one communication characteristic available to the actor
Link =

0, if the characteristics of the connection are absent in both actors





 

Stage 4. Construction of the graph. On the basis of the data obtained in the second 

stage of the process, the graph G (N, E) is constructed, where N is the number of se-

lected actors in Stage 1, and E is the number of links between actors established in 

Stage 3. 

Stage 5. Determination of the weights of the edges of the graph. The weight of the 

edge of the graph corresponds to the strength of the social ties that exist between 

members of the social group. In the context of social networks, this means the inten-
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sity of the relationship between actors in social networks, a combination of emotion-

al, friendly, and working relationships that arise in social networks.22 Each of the 

characteristics of the relationship of actors can take values [0, 1]. Depending on the 

number of connections available, the weight of the edges will vary, which will be 

maximal in the presence of all links: 

 

Vreb = Interest +Family+Friends+Job,          (2) 

 

where Interest – сommon interests, Family – family relationships, Friends – friendly 

relationships, Job – collaboration. The collected data should be systematized for fur-

ther formation of the graph. 

Stage 6. Determination of the weights of the vertices of the graph. It is not known in 

advance what role SN plays for the actor. Weights of nodes are proposed to be 

formed by calculating the authority of each node. This will ensure the hierarchy of 

TA actors. The authority in the social graph can be analyzed using the PageRank cri-

terion that uses Google’s search system. It is calculated by accidentally wandering 

around the graph. The random marker moves in a graph and occasionally moves to a 

random node and starts moving again. In analytical form, the PageRank weight 

( )PR A  of node A (the weight you want to calculate) is defined as 23: 

 

( ) ( ) ( ) ( ) ( ) ( )( )1 1   1      /    ...   /n nPR A d d PR T C T PR T C T= − + + + ,    (3) 

 

where d  is the constant factor d = 0.85, ( ) nC T  – the pageRank weight of the node 

pointing to node A; ( ) ( )/n nPR T C T  – number of transitions from each node pointing 

to node A. The larger the PageRank, more authoritative is the node. Unlike other 

approaches to determining the weight of a participant in the SN, this approach does 

not require the introduction of facts about the management of members of certain 

organizations or movements, is not based on the actor's activity in the network, does 

not take into account the level of education and the position defined in social 

networks. may be false. Also, this algorithm does not require expert evaluation, 

which takes a lot of time and resources. That is not possible, since the amount of TA 

in the SN is very large and takes a long time to evaluate it, as well as the hybrid 

conflict is very fast, and the analysis of the TA may be inappropriate.  

In contrast to other approaches to determining the actor’s weight in SN, such an 

approach does not require the input of the leaders of certain organizations or 

movements. It does not rely on actors in the network providing content, nor does it 

take into account the level of their education. 
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Stage 7. Formalization of the graph model. Let’s formalize the graph model and pre-

sent it with a mathematical model, a matrix of adjacency. The adjacency matrix 

S = {аmn} in SNA is a square matrix with the number of rows and columns corre-

sponding to the number of nodes. The diagonal of the matrix characterizes the node 

itself, therefore, the diagonal elements correspond to the weights of the vertices of 

the graph. If the actor has a connection with another actor, then the weight of this 

connection is written to the matrix at the intersection of the associated actors. If the 

actors do not have connection to the matrix write 0. The matrix is symmetric, since 

the graph is not directed, which greatly reduces the number of mathematical 

operations for further study.15 Such a matrix allows us to depict a complete graph, 

and, therefore, characterizes the TA.15  

 

     11 1

1

n

ij

m mn

a a

S a

a a

 
 

=  
 
 

               (4)  

 

where ija  is the weight coefficient of the edge, which binds the i-th and j-th actors, 

the elements of the matrix, where i j=  corresponds to the weighted coefficients of 

the nodes, respectively, and n  is the number of nodes. 

Stage 8. Definition of the hierarchy in the graph model TA. Using a weighted graph 

allows to take into account the hierarchy of actors in the network. Since the links be-

tween the actors are not directed, the transition to the oriented graph is impossible. 

From the initial graph, we pass to its root structure with the root in the node that has 

the greatest weight. Let there exist several nodes with the maximum weight; then, 

when building a hierarchical structure, the role of ‘root’ will be played not by one 

node: all the vertices of the graph with a maximum weight will belong to the zero 

level in the hierarchical structure of the graph. All chains of the hierarchy are the 

graphs of the graph which come from the zero level of the root structure and end with 

either a node whose weight is the smallest among others in this chain or the node 

lying in the last level of the hierarchy; if ,k mv v  are two consecutive nodes of such a 

chain, the number of the level of the hierarchy that contains kv  is not higher than the 

number of the level in which the node mv  is.  

Exploring the characteristics of actors at each level of the hierarchy allows to allocate 

the most influential of them at each of the levels. This will provide for a detailed 

study and use of the data obtained when planning the PI. This will also reduce the 

number of people included for analysis in the TA and will save time.  

Algorithmization of the above-mentioned stages allows us to submit a block diagram 

of constructing a graph model TA (Figure 1). The practical application of the devel-
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oped algorithm allows us to construct graph models of other TAs, not only TAs from 

the local population in the conflict zone. In this case, only the physical content of the 

values that are responsible for the connection and its weight change. 

 

 
 

Figure 1: Block diagram of the algorithm for constructing a graph model TA in SN. 
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Model Example 

Prove the adequacy of the constructed model. To do this, consider a model example, 

the source data for which is collected in the conflict zone. The data collection was 

conducted for a model example only with SN VKontakte, which are the most popular 

in the conflict zone. 

Stage 1. We choose among SN actors those who meet the characteristics of the target 

audience, for example, they live in the city of Volnovaha and are older than 18 years 

(Figure 2). For example, we confine the set to ten from all TA actors. 

 

 
 

Figure 2: An item in the TA list, located in the Volnovak settlement of the Donetsk 

region, Ukraine. 

 

Stage 2. We construct a field of characteristics for each actor (Figure 3), included in 

the TA. 

 

 

Figure 3: Information about each actor was obtained from the social network Vkontakte. 

 

In addition, we get tables with the lists of friends, which includes only friends corre-

sponding to the requirements of selecting the TA (Figure 4).  
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Figure 4: A table of friends among the target audience. 

 

Stage 3. The collected data are systematized for further determination of links (Table 

1).  

Table 1: Data about connections between nodes. 

The node from 

which the edge 

is directed 

Node to which 

the edge is 

directed 

Available connections for the collected characteristics 

common 

interests 

family ties friendly ties joint work 

Actor 1 Actor 2 0 0 1 0 

Actor 1 Actor 4 0 1 0 0 

Actor 1 Actor 8 1 0 0 1 

Actor 3 Actor 5 0 0 1 0 

Actor 3 Actor 7 1 0 1 1 

Actor 4 Actor 5 1 1 1 1 

Actor 5 Actor 6 1 0 1 0 

Actor 6 Actor 8 0 1 0 0 

 

Step 4. Form the graph according to the collected information in the previous steps 

(Figure 5). 

 

 
 

Figure 5: A graph of the target audience. 
 

Step 5. Form the weights of the edges by the formula Vreb1 = 0 + 0 + 1 + 0 = 1. The 

calculation results for each edge of the graph are given in Table 2. 
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Table 2: The scales of the edges of the social graph. 

     № 

edge 

The node 

from which 

the edge is 

directed 

Node to 

which the 

edge is 

directed 

Available connections for the collected 

characteristics 

Weight 

edges 

common 

interests 

family ties friendly 

ties 

joint work 

1 Actor 1 Actor 2 0 0 1 0 1 

2 Actor 1 Actor 4 0 1 0 0 1 

3 Actor 1 Actor 8 1 0 0 1 2 

4 Actor 3 Actor 5 0 0 1 0 1 

5 Actor 3 Actor 7 1 0 1 1 3 

6 Actor 4 Actor 5 1 1 1 1 4 

7 Actor 5 Actor 6 1 0 1 0 2 

8 Actor 6 Actor 8 0 1 0 0 1 

 

Step 6. Form the weights of the vertices of the graph by the formula (3). The calcula-

tions are given in Table 3. 

Table 3: The value of PageRank for the nodes of the social graph. 

Nodes PageRank nodes 

(weight) 

Actor 1 0.2 

Actor 2 0.1 

Actor 3 0.2 

Actor 4 0.3 

Actor 5 0.4 

Actor 6 0.2 

Actor 7 0.1 

Actor 8 0.3 

 

An example of a weighted graph model is shown in Figure 6 (numbering in the mid-

dle of the node is the number of the actor, next to the node in blue – its weight, corre-

sponding to the hierarchy of the network actors, next to the edge in red color – the 

weight of the edge).  

 

 

Figure 6: An example of a weighted graph, with weights of vertices in accordance with 

the PageRank algorithm and the indicated weights of the edges. 
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Stage 7.  Go to the mathematical representation of the graph in the form of a matrix 

of adjacency for further mathematical operations over the graph for TA analysis. 

 
0,2 1 0 1 0 0 0 2

1 0,1 0 0 0 0 0 0

0 0 0,2 0 1 0 3 0

1 0 0 0,3 4 0 0 0

0 0 1 4 0,4 2 0 0

0 0 0 0 2 0,2 0 1

0 0 3 0 0 0 0,1 0

2 0 0 0 0 1 0 0,3

S

 
 
 
 
 
 =
 
 
 
 
  
 

 

 

Step 8. Submitting the graph in the form of a hierarchical structure.15   

 

Figure 7:  Hierarchical structure of the graph. 

This representation (see Figure 7) provides the opportunity to visually highlight the 

most influential actors and explore possible chains of dissemination of information 

from these actors. Further detailed analysis can only be carried out for those actors 

belonging to higher levels of the hierarchy, thus we determine the most important 

actors among the large volumes of TP. Thus, one can allocate the levels of the 

hierarchy by specifying the vertices of the summit of any characteristics according to 

the SNA theory, which is more expedient for use to solve a particular task.  

Conclusion 

The proposed approach to the construction of the graph model of TA to the modeling 

of social groups and social processes, in contrast to other models, allows to take into 

account the structure of the TA, which in the future will allow the identification of 

opinion leaders, information dissemination mediators, and to predict new relation-

ships that may arise between actors. The graph model allows to simulate the process-

es of dissemination of information, taking into account all existing channels (social 

relations) for the dissemination of information. Unlike existing graphic models de-

scribing terrorist groups, the model does not require prior intelligence for group lead-
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ers and does not rely on expert estimates that may require a large amount of time at 

large scales, since the weight model of the actor calculates the algorithm. Some of 

their social connections are chosen as links between actors, which accurately defines 

communicative chains different from hyperlinks and comments. The mathematical 

basis of the model is flexible and can be applied to any TA. The hierarchical repre-

sentation of the graph model is proposed, which allows studying the levels of TA, 

and not of each actor separately, which saves time and resources considerably. A 

promising area of uture research is the construction of a graph of interests based on 

the social graph representation of the TA. Another one is the development of algo-

rithms for generating content with hidden PI for TA actors with particular interests. 

Also of relevance is the development of algorithms for predicting future connections 

between influential persons in SNs based on the recommendations of friends’ algo-

rithms. 
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