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COMPREHENSIVE APPROACH TO SECURITY 
RISK MANAGEMENT IN CRITICAL 

INFRASTRUCTURES AND SUPPLY CHAINS 

David LÓPEZ and Oscar PASTOR 

Abstract: The ability to assess and therefore react to risk exposure in critical infra-
structures and supply chains environments greatly contributes to reaching suitable 
protection levels and response mechanisms. Due to the unavoidable interdependen-
cies among those infrastructures, that allow disruptions to spread from one to an-
other and likely cause a great impact on society’s welfare state, risk management 
might be seen as a common and shared concern. The Comprehensive Risk Man-
agement approach tries to face this process by gathering information from a broad 
range of disciplines (physical and logical security, safety, environmental threats, 
etc.) while taking into account interdependencies of critical infrastructures and sup-
ply chains at different layers, going from critical infrastructure operators point of 
view, to sectoral, national and finally supranational levels. Besides, risk assessment 
and management processes rely on accurate and timely information to assist deci-
sion making, but this information (security holes, attacks or even disruptions suf-
fered by an infrastructure or supply chain)—due to its sensitiveness—does not eas-
ily flow between involved or interested parties. This paper provides an analysis of 
this situation and suggest future fields of action, supported by conclusions drawn 
from the FOCUS project. 

Keywords: Comprehensive security, risk management, dynamic risk assessment, 
DRA, DRM, critical infrastructure protection, supply chain protection. 

Introduction 

FOCUS (“Foresight Security Scenarios – Mapping Research to a Comprehensive 
Approach to Exogenous EU Roles”) project defines the most plausible threat scenar-
ios that affect the “borderline” between the EU’s external and internal dimensions to 
security – and to derive guidance for the Union’s future possible security roles and 
decisions to plan research in support of those roles. As a result of this project, several 
future fields of action and research have been identified, involving Critical Infra-
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structure & Supply Chain (hereinafter CI&SC) protection. Some of the relevant ones 
focus on the need of a comprehensive risk-driven protection of the CI&SC, as well as 
decision support systems able to integrate multiple sources of data, in order to get a 
right situational awareness. This may lead to an improvement of protection measures 
applied, in alignment with the CI&SC risk exposure.  

Nowadays, a wide spectrum of regulations has emerged, setting security requirements 
to infrastructures supplying critical services to society and allocating responsibilities 
in their protection at several levels: operators of each infrastructure, housing coun-
tries, supranational bodies, etc. They all face the challenge to apply commensurate 
security measures, balancing needed investments versus the relevance of the CI&SC 
missions and the whole range of risks they are exposed to (natural or manmade dis-
asters, operational errors, physical or cyber-attacks, etc.). Involvement of national 
agencies, authorities, or bodies from European and international levels, as well as 
from CI&SC operators is now starting to be achieved. Nevertheless, there still is a 
manifest reluctance to share relevant information about security. 

This text provides an insight into these two matters—comprehensive risk manage-
ment and cooperation through security information sharing—trying to show their 
benefits and propose steps in order to overcome the main obstacles that nowadays 
avert their successful adoption. 

Comprehensive Security Risk Management in CI&SC 

Risk Management 
1 aims to help establishing priorities and focusing security re-

sources in order to reduce risk exposure. This is done by firstly getting a sound 
knowledge of key factors that negatively affect the Organization’s main processes or 
services. Risk Management process lays on risk assessment techniques that try to 
identify, analyse and evaluate—through a broad range of involved variables—poten-
tial events with a measurable impact on an Organization’s objectives. 

Currently, there is a significant number of risk assessment methodologies, specifically 
designed to meet CI&SC requirements in this field.2 They are usually domain-ori-
ented which means that, depending on the sector of application and the level of ab-
straction (asset, system, or system of systems), a given methodology approach might 
fit better than another. 

Risk Management in CI&SC environments may be regarded from different though 
compatible perspectives. Following a bottom-up approach, the risk management 
process should: 
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• Be applied in every CI Operator 
3 for each CI under its control. This means 

that private sectors should be strongly involved, providing that most CIs are 
privately owned. 

• Be faced at nation level,4 given that CI services usually go beyond local or 
regional boundaries, conforming interrelated infrastructures and extended 
communication or transport meshes. This can be done by means of sectoral 
CI clustering (i.e. energy, transport, communications, healthcare, etc.) fol-
lowed by a nationwide level of risk management, taking into account all of 
the previously referred sectors. 

• Last but not least, be applied from a supranational point of view, because it 
is a known fact—as several incidents already indicated—that CI&SC are 
highly dependent and any disruption in the CI&SC in neighboring countries 
might have an impact on local critical services. 

 

Special effort is being invested in designing frameworks 
5,6 at all these levels of man-

agement, to accommodate and standardize different risk management and governance 
processes. 

Those processes and/or frameworks rely on the gathering of timely, relevant and ap-
propriate information about risks (threats, vulnerabilities, incidents and impacts) to 
information systems and the safeguards or measures to mitigate and manage those  

Figure 1: Layers of Risk Management and interrelations. 
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risks. Unfortunately this information gathering and information exploitation are not 
easy due to the wide range of input variables and the yet unstandardized exchange 
formats to be used in order to reach effective—and automatic, whenever possible—
information sharing procedures.7 

Once a high-quality input data is supplied from all partners or stakeholders involved, 
depending on the level we are actually working on (CI Operators, nation-wide, or su-
pranational), it becomes possible to get a useful outcome of the risk assessment and 
management processes by aggregating and analyzing the information to deliver sta-
tistical data on the risk landscape. 

This ability to gather information from a broad range of disciplines (physical and 
logical security, safety, environmental threats, etc.) and exploit it based on a thorough 
analysis of interdependencies of CI&SC at different levels is seen as a comprehensive 
approach to security risk management. Furthermore, the capability to promptly adapt 
Risk Assessment to occurrence of unexpected changes, such as new threats or a 
breakdown in interrelated infrastructures, derives in a sound situational awareness 
and a more effective response. This competence to reassess risk 

8 even in real-time, at 
the very best, is now been developed under the Dynamic Risk Assessment (DRA) and 
Dynamic Risk Management (DRM) concepts,9 both having deeply relevant to the 
Comprehensive Risk Management approach. 

Several methods to implement DRA are been considered,10 but there still is a long 
way to go. One approach might be the integration of risk assessment tools with real-
time security events monitoring tools, and ultimately automating response measures 
in line with risk management policies. This drives again the need of security data ex-
change standards. 

Security Information Sharing 

As already shown, accurate information input is crucial for valuable risk management 
and decision making. When analyzing risk at Operator level, information about secu-
rity, or related events, certainly flows in more easily due to a sense of “being in the 
same boat.” This information is usually directed to an identifiable security officer or 
alike, presumably the one accountable for risk management.  

One step up, challenges grow. Sharing information about security holes, attacks or, 
lastly, disruptions may put Operators in a compromising situation and harm their 
reputation, or make them loose competitive advantage in private market environ-
ments. Unfortunately, this lack of openness also harms third CI&SC parties that 
might be exposed to the very same security problems and might have taken preven-
tive measures in case of prompt notification on current risk. It is also critical to desig-
nate a national (or supranational, depending on the activity level) trustworthy central 
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point of contact, such as CERTs, to whom affected organizations should report when 
things go wrong. Otherwise, security incident information may not be spread under 
appropriate security conditions, such as confidentiality and need-to-know principles 
or, even worse, organizations may be skeptical about sharing their own information. 

On the other hand, collaboration between organizations, countries and EU bodies 
through security data compilation and information sharing would undoubtedly lead 
the way to a cooperative risk evaluation framework easing a coordinated, preventive, 
as well as reactive risk management approach. Different approaches are being pro-
posed to foster such information sharing through cyber defense collaboration frame-
works and trust relationships. 

Briefly, there are four aspects of collaboration frameworks 
11 that help to identify ap-

proaches for improving information sharing as follows: 

• Incentives and barriers for information sharing. Aimed to identify the static 
structure of the information sharing network, and mainly trying to find an-
swers of Why, Who and What of the network. 

• Information value perception and collaborative risk management. Entities 
share information according to its perceived value, purpose, and meaning. 
Thus, it is critical to ensure that all entities have a common understanding of 
the information to be shared. 

• Improving data exchange. Data models must address the information needs 
of the individual participants in order to provide sought-after information in 
a clear way. 

• Automation of sharing mechanisms for technical data. An information-shar-
ing network is likely to contain a huge amount of technical data. Automation 
on the selection of that data and the mechanisms to share with participants in 
the framework of a specific network is a key requirement to facilitate effec-
tive analysis and sharing. Moreover, the existence of an automated exchange 
can provide an incentive for joining the trusted network. 

In the same line, the European Programme for Critical Infrastructure Protection 
(EPCIP) sets forth a framework aimed to support the Critical Infrastructure Warning 
Information Network (CIWIN), the use of CIP expert groups at EU level, a CIP in-
formation-sharing process and the identification and analysis of interdependencies.12 

All these cooperation efforts should be assisted by agreements, focused on the pro-
motion of information sharing aimed to an effective and timely coordination of future 
risk management actions. These agreements should be built on the basis of a true 
partnership, but a third common trusted body may be agreed and regarded as referee 
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or collaboration enabler, i.e. delivering a secured platform for communications, iden-
tifying and trusting focal points of contact or easing relationships with authorities. 

However, the ever-changing nature of incidents makes it difficult to define the scope 
and terms for prearranged agreements, while on-the-fly agreements may hinder effec-
tive response. In the case of cybersecurity, for example, borders and legal aspects are 
not sufficiently clear. Agreements will also require broad sharing of knowledge and 
data based on strong trust relationships, even among possible competitors in sector 
markets. 

Conclusion 

Adequate risk assessment and management processes depend on the quality and accu-
racy of inputs used along the process. However, fear to sensitive information disclo-
sure makes the desirable information sharing between organizations, countries and 
EU bodies hard to accomplish. Trustworthiness of information sources used as inputs 
is also a must, otherwise assessments would suffer from unreliability. 

Risk Management should be dynamic to allow adapting security measures and re-
sources to the continuously changing environment. This can be faced by a continuous 
data-feeding to the risk assessment process, taking advantage of information sharing 
among the various stakeholders involved. 

Agreements for security collaboration may be adopted both at national and suprana-
tional level, not only as information sharing platforms where security facts may be 
communicated with no fear of compromising, but mainly as a quick and effective way 
of awareness tool in order to effectively protect CI&SC against common threats and 
risks. 

Future security research tracks pointed out as FOCUS outcomes include: 

• Legal implications of cross-border agreements at different levels (countries, 
national agencies, companies, etc.); 

• Incident response strategies and actors involved in security incident manage-
ment and resolution; 

• Secure communication protocols and mechanisms allowing sensitive infor-
mation exchange about security and risks; 

• Dynamic exploitation of information inputs in order to accurately reassess 
risk and ease management decision-making. 

Missing expertise exists in the field of knowledge of security incident scenarios and 
legal matters linked to them. Moreover, more international relations expertise in the 
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security sector will be needed in order to manage the interactions between the cross-
border actors involved. 
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